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The primary objective of two factor authentication is to secure the user authentication process and to 

protect online user accounts against unauthorized access. When implemented properly, 2FA offers much 

greater protection against hacking than single-factor password authentication, and helps to safeguard 

online user accounts from unauthorized access even when the passwords have been compromised. 

For CQ online trading platform users, we will implement 2 factors below to fulfill the requirement of 2FA: 

1. Something you know (User Password) – Already in used 
2. Something you have (One-time password) – New 

 
In order to get the one-time password (OTP), users will need to register their device to our system with 

the authenticator. There is lot of software-based authenticators online, among the most well-known is 

Google Authenticator. We will use Google authenticator as the OTP generator for our CQ system.  

This document is intended to guide end client users on the 2FA setup and login to system with 2FA.  

 

Dealer User 
 

Part 1: 2FA Activation 
 

Step 1: Login to the CQ Trader 
Enter login ID and password, then Click ‘Login’. 
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Step 2: Choose to activate the 2FA 
Select ‘Activate’ to enable the 2FA authentication to your account. User may choose to skip as well for 

now, but it will be compulsory to enable 2FA in future. 

 

 

Step 3: Enter secret answer to verify user identity 
User will need to answer secret question that was setup during first time login on the system. User account 

will be blocked if entered wrong answer exceed 4 times. If user forgotten the secret answer, user has to 

contact the administrator to reset the account in order to re-setup the secret question.  

 

 

Step 4: Enter SMS token to verify user identity 
A CQ System token will be sent to user registered mobile number via SMS, user will need to key in the 

token and activate within 2 mins before token expired. Please note that the user account will be 

suspended after more than 4 incorrect token attempts during verification. 
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Step 5: Start 2FA registration process  
Please follow provided steps to complete the 2FA registration by linking your login account to your device. 

 

Users will need to install the Google Authenticator on their device and scan the QR code to link up the 

device and login account. Once linked up successfully, a 6 digits code will be displayed, user will need to 

key in the code into the system to complete the activation process.  
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Step 6: 2FA Activation had been completed successfully 
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Part 2: 2FA Authentication 
 

Step 1: Login to the CQ Trader 
Enter login ID and password, then Click ‘Login’. 

 

 

Step 2: Authenticate with the code you have from your linked device. 
Enter the 6 digits code from Google Authenticator and click on ‘Login’. 
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Step 3: Login successful to the CQ Trader system. 
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Part 3: De-link and Re-link 
 

Step 1: Login to the CQ Trader 
Enter login ID and password, then Click ‘Login’. 

 

 

Step 2: Select ‘Relink’ button to switch to new device  

 
 

Step 3: Enter secret answer to verify user identity  
User will need to answer secret question that was setup during first time login on the system. User account 

will be blocked if entered wrong answer exceed 4 times. If user forgotten the secret answer, user has to 

contact the administrator to reset the account in order to re-setup the secret question.  
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Step 4: Confirmation to unlink from Google Authenticator, click on ‘Delink’ to proceed. 

 

 

Step 5: Enter SMS token to verify user identity 
A CQ System token will be sent to user registered mobile number via SMS, user will need to key in the 

token and activate within 2 mins before token expired. Please note that the user account will be 

suspended after more than 4 incorrect token attempts during verification. 

 



CQ Trader - User Guide for 2FA (2025) 

pg. 11 
 

 

 

Step 6: Proceed to Delink 

 

 

Step 7: Delink successfully from the device 

 



CQ Trader - User Guide for 2FA (2025) 

pg. 12 
 

Step 8: Relink to new device 
User will need to relink/activate the 2FA again on the new device. Please refer to Part 1, steps 5 and 6. 

 

 

 

 


